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Computer Security: The protection to an automated information system in order
to attain the applicable objectives of preserving the integrity, availability, and

confidentiality of information system resources ( hardware, software, etc|]

Information security, (InfoSec) : is the practice of preventing unauthorized
access, use, disclosure, of information . The information or data may take any form,

electronic or physical.

1- Cryptography
also known as “Kryptos" it's Greek word means “Hidden Secrets”. practice of
hiding information converting a plain text into a data which can’t be understood

and to be able to convert it again to the original plain text.

2- Steganography
also known as “STEGANOS GRAPHIA" it's Greek word means “Covered Writing " is
an encryption technigue that can be used along with cryptography as an extra-

secure method in which to protect data.

3- Watermark

non digital is a visible image or pattern in paper, appearing in varying shades
when viewed with transmitted or reflected light, caused by differences in paper
thickness.

digital is an embedded signal or pattern in digital files that contains information

identifying the copyright owner, creator, or authorized user.
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Steganography

Methods for
concealing[Hidden]
data within other
data e
Cryptography
practice of hiding
information

converting a plain
text into a data

which can’t be
understood

Information

1- Steganography

A—> Linguistic —> Linguistic communication

. Text
B—Technical Audio
Video
2-Watermarking

A— Visible

B— Invisible (Copyright)

3-Cryptography

Watermarking

Processes for
embedding
identifiers in
content

Cipher is a method for encrypting messages, Encryption algorithms are

standardized & published,

The key which is an input to the algorithm is secret and it's a string of

NnuMbers or characters
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D - is used for both

encryption algorithm encryption and decryption.

O &
)
are used for

encryption and decryption.

1 Symmetric Algorithms

Algorithms in which the key for encryption and decryption are the same are
Symmetric

Example: Caesar Cipher

\P ﬁ @ Block Ciphers

Suitable for encrypting single messages.
encrypt data one block at a time (typically
64 bits, or 128 bits).

i?j Stream Ciphers

Encrypt data one bit or one byte at a time. %
n
"
n
n

symmetric cipher
Types

Ideal for encrypting continuous streams of
data.

- Symmetric Encryption Limitations

ﬁ ?é) Key Exposure Risk

AN Any exposure to the secret key
compromises the secrecy of
oS Q the ciphertext.

Z , Ig : :
What are the S 7 ) Key Delivery Requirement
limitations of A key needs to be delivered to
symmetric the recipient for decryption.

encryption?
KH W@ Eavesdropping Potential

Potential for eavesdropping
attacks during key
transmission.
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2 Asymmetric Encryption

Uses a pair of keys for encryption
Public key for encryption
Private key for decryption

Messages encoded [encrypted ] using public key decoded [ decrypted | by the

private key only

Secret transmission of key for decryption is not required Every entity can

generate a key pair and release its public key

ASYMMETRIC ENCRYPTION

[ ]
J9hj*)len
| | JICENO
—| Encryption |—

— Decryption
Content ~ Cipher Text -~
Public Key Secret Key

Asymmetric Encryption Types

Two most popular algorithms are RSA & El Gamal

w

(1]

Content

okta
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) used in protocols like PGP

Less common

Most popular %% usage

algorithm QRQ

512 bits
Smaller key<
1024 bits

sizes
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2048 bits Larger key sizes H : H
1024 bits

512 bits [
Interchangeable B-)B i
>

/ keys
Both public and private key

Non-
interchangeable
keys

12

o

man-in-the middle attack&—_ Vulnerable to @

Attacks J@,

Larger Key Size @

AV
Lower Efficiency m

N
RSA
RSA vs El Gamal
NN N NN N\ N
Asymmetric Encryption
Weaknesses
A N\ N\ N\ N\ N\ \
Efficiency is lower than Symmetric Algorithms
A 1024-bit asymmetric key is equivalent to 128-bit symmetric
key Potential for man-in-the middle attack
It is problematic to get the key pair generated for the encryption
L
"
"
.L
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Confidentiality

Data Confidentiality

Ensures private or confidential information is not made available or disclosed to unauthorized
individuals.

Privacy

Empowers individuals to control or influence how their information is collected, stored, and shared
with others.

Integrity

Data Integrity

Ensures that information and programs are modified only in authorized ways.

System Integrity

Ensures a system performs its functions as expected .

Availability

System Availability Ensures systems function promptly and services are accessible to authorized
users without interruption.

Integrity




Threats and Attacks
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threat : a possible danger that might exploit a vulnerability.
attack :is an intentional attempt to exploit system or network vulnerabilities, often for data

theft or disruption.

Passive and Active Attack

A means of classifying security attacks, used both in X.800 and RFC 4949, is in terms of passive
attacks and active attacks

A passive attack attempts to learn or make use of information from the system but does not
affect system resources

An active attack attempts to alter system resources or affect their operation

? :%

Goal of the opponent is to
obtain information that is

being transmitted i. The release of message conten

| ii. Traffic analysis
1011 |““|||"8 Passive Attack

OIA

Passive and Active Attack Involves eavesdropplng or

monitoring without altering
system resources.
"’& Active Attack

Involves modifying or disrupting
system resources.

Goal is to detect attacks and
to recover from any
disruption or delays caused
by them
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Cryptography is the art and science of securing communication and information
by transforming it into a format that is unreadable to unauthorized users.

Definitions for this chapter

Cryptology - The areas of cryptography and cryptanalysis
Cryptography - The area of study of the many schemes used for encryption
Cryptanalysis - Techniques used to decipher messages without encryption details

Cryptographic System/Cipher - Ascheme used for encryption

The Process Sequence elements

\

Process Sequence

Plaintext

The original The coded m
message before message that is

encryption unreadable '

%0 390 90 90

@ Deciphering/
@ Decryption

The process of The process of
converting restoring plaintext

pclio\pi:\lg??gxtto from ciphertext
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Introduction to Cryptography

We can think of cryptography as an age-old secret language, or as an invisible

shield that has grown stronger over time.

How Does It Work?
It's much like leaning in to whisper a secret to your best friend; no one else can
understand what you said because there's an extra layer, which we can call the

"encryption method."

Why can only your friend understand the message?

Because they have what it takes to decode it: "the secret key."

But what's the problem with this simple method?

It's not a very secure way to share a secret. Imagine that another person gets
ahold of the "secret key." They could easily understand the message. We can think
of this person as a third party who has everything they need to decrypt and read

the message.

This is where modern cryptography comes in. It allows your phone to whisper
securely to your bank's computer. Whenever you send an encrypted text message
or read your email, far more complex mathematical operations are happening

under the hood.

Cryptography has been used for centuries, starting from basic ciphers and
evolving into the complex algorithms that scramble sensitive data in modern
computing. It forms a crucial part of many fields, including finance, the military,

and private communications.
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Introduction to Cryptography

1933-1945: The Military Use of Cryptography

During WWII, the German military used the "Enigma machine" for secure
communication. This machine encrypted messages using a combination of
mechanical and electrical systems.
The Enigma's Basic Mechanism: It was a brilliant yet simple electromechanical
system that worked as follows:
1.Input: A user presses a letter on the keyboard.
2.Processing: A series of rotors scrambles the electrical signal. Each time a key is
pressed, the rotors shift, producing a different encryption pattern for each
letter.
3.0utput: A light bulb corresponding to the new letter lights up. This lit-up letter

is the encrypted output.
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Cryptography Classification diagram

Cryptography Classification

Symmetric Key A Symmetric Key
\[ N\
Classical Modern
) V |
Substitution Transposition Bit-Manipulation ciphers Stream Cipher Block Cipher
:l, A\ 4
A\
1-RC4 1-DES
? 2. AES

o 1- Rail fence Cipher
2- Monoalphabetic Cipher 2- Matrix transposition Cipher.

3- Play fair Cipher. 3-Code Book.
4- Sky tale Cipher.

4- Hill Cipher.

5- Polyalphabetic Cipher
(Vigenere Cipher)

The Caesar Cipher is one of the simplest and oldest methods of encrypting messages,
named after Julius Caesar, who reportedly used it to protect his military communications.
The technique Involves replacing “ shifting “ each letter of the alphabet by a fixed number of
places .

with a shift of three, the letter ‘A’ becomes ‘D’, ‘B’ becomes ‘E’, and so on. even its look so
simple the Caesar Cipher formed the Foundation stone of modern cryptographic techniques.
Alphabet is wrapped around so that the letter following Z is A “ as a circle “

Plain Text: iamat the university of Jordan

A|B|C|D|E|F

N N
: : a
N Key :3 (1-26) .
Cipher Text : L DP DW WKH XQLYHUVLWB RI MRUGDQ
AIB|CID|E|F
= =N
» «
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Caesar Cipher Encryption Process

;))ll ERRER ((((—/
'\ﬂ

«

Shift
Plain Text p= Letters by Cipher Text
ABC  Alphabet — = |, fixed o Alphabet Alphabet Indexing
number
. . l Indices I
Plain: a b ¢ d e f g hijklmmnopgrstuvwxyz

0
Ciphe:DE F G HI JK LMNOPQRSTUVWXY ZABTC
assign a numerical equivalent to each letter “index”:

Then the algorithm can be expressed as follows :

The general Caesar algorithm for Encryption is

0O NOoO ol WN =

forward 5 places in the alphabet.
M+5-5R 19
A+5-F 20
L+5-Q 21
E+55] 22
K+5- P 23
The Result: 24
Plaintext: Malek

Ciphertext: RFQJP

decrypt, we do the reverse of encryption. Instead of shifting each letter
forward 5 places in the alphabet, we will shift each letter backward 5 places.
We will take each letter of "RFQJP" and shift it backward 5 places in the
alphabet.

R-5-M

F-5-A

Q-5-L

J-5-E

P-5-K

The Result:

Ciphertext: RFQJP

Plaintext:

(L=

C=E(k, p) =(p + k) mod 26 9
k takes a value in the range 1to 25 10
The decryption algorithm is n
12
13
The Caesar cipher is a simple substitution cipher where each letter in 1;_"
the plaintext is "shifted" a certain number of places down the alphabet. 16
? Step-by-Step Encryption: We will take each letter of "Malek" and shift it

SQ ., o o0 oo

-~ 0 T 0 53 3 _ ~ ..

N< X £ < c , o»
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Disadvantages for Caesar Cipher
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1. The encryption and decryption algorithms are known that’s make it easy to decrypt the

cipher text .

2. There are only 25 keys to try [ leads to Brute-force attack ], because there’s a 26 letter only,
if we try “ZERO* as the key we will have the same encrypted text so that’s why we except

Zero.

3. The language of the plaintext is known and easily recognizable.

Brute-force attack

Cipher text : SQDYMZK

After applying the Brute-force attack
the plaintext is “ GERMANY*“

Shifts
0

1

2

ﬁ'
it’s work by trying the 25 key possibility until you find a readable text
————— Result
SQDYMZK
TREZNAL
USFAOBM
VTGBPCN
WUHCQDO
XVIDREP
YWJESFQ

ZXKFTGR
7
AYLGUHS
8
BZMHVIT
9
CANIWJU
10
DBOJXKV
11
ECPKYLW
12
FDQLZMX
13
GERMANY
14
SQDYMZK
15
TREZNAL
16
USFAOBM
17
VTGBPCN
18
WUHCQDO
19
XVIDREP A
20 a
SQDYMZK A
21
TREZNAL
22
USFAOBM
23
VTGBPCN
24
25 WUHCQDO i
«
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Monoalphabetic Cipheris a part of the substitution technigue in which a single cipher
alphabet is used per message. Monoalphabetic Cipher eliminates the brute-force
techniques for cryptanalysis.

In Monoalphabetic cipher, the mapping is done randomly and the difference between
the letters is not uniform.

Permutation

Of a finite set of elements S is an ordered sequence of all the elements of S, with each
element appearing exactly once.

If the “cipher” line can be any permutation of the 26 alphabetic characters, then there are 26!

or greater than 4 x 10?° possible keys.

Simply, a permutation is every possible way to arrange a set of items in a different order.
In other words, if you have a number of distinct [unique] items, each arrangement of

those items is a "permutation.”

For Example:
Let's say you have 3 letters: A, B, C
e ACB
e BAC
e BCA
e« CAB
e CBA
those are permutation

. : replace the letters with the
<: Encryption :> . corresponding in the second row

W o b cldlelflglhlilj kil [minlolplalrlsitlulviwxlylz

| NI N () e NI M N ) M ) NG (o el s s S o (ol e Sz N () e N

Plain: Cyber Security
Cipher : iIALKX WKIiZXTEA

O—/—\ﬂ.-_/?/lo

n replace the letters with the corresponding in the first
:> row. “read from the second row and replace it with
the letter in the first row”

WO o bl dlelflglhlilj k]l {minlolplalrisit ulviwxlylz

gl 1l o k/b pinT | c mpr v\dwWwis §j x/|wez2hiy@qa,.#$

<: Decryption

Cipher : IALKX WKIZXTEA

Plain:  Cyber Security

(L=
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Disadvantages Monoalphabetic l
1- Easy to break because they reflect the of the original alphabet
2- exposure to using the English letter frequency of occurrence of letters.
Diagram
Two-letter combination
Most common is th
Trigram
Three-letter combination
Most frequent is the (the)
A Countermeasure is to provide multiple substitutes
(homophones) for a single letter
: AL
A BCDETFoGHTI JEKLMNODPQRSTIUVWXYZ

Figure 3.5 Relative Frequency of Letters in English Text




Best-known multiple-letter encryption

cipher

Treats diagrams in the plaintext as single units and translates these units into
ciphertext

diagrams

;))ll 5’35,95 ((((—/
v 3- Play fair Cipher v

5 x 5 matrix of letters constructed using a keyword ( Ex:

Hello)

Invented by British scientist Sir Charles Wheatstone

in 1854

Used as the standard field system by the British Army in World War | and the U.S.
Army and

other Allied forces during World

War Il
Uses a keyword to generate the
matrix

? A grid used to organize letters

based on a keyword

=n, Diagram Treats diagrams as single units
Z= Treatment for encryption

<
>

9)
H

O

I1J

.,,
s|lolo|<|=z
N -|X|0 |2

ci(rim
LY

Steps:

Ex: The Keyword [ MONARCHY ] :

Fill the matrix with the keyword and complete filling the
matrix with all letters starting from A to Z but don’t write

the letters again.
if you see after the last letter of the keyword we typed

L

"

"
B why not A? o
because we already typed A before. L

and we should but the [I/J] together why ?
because we have a 5x5 Matrix that's take only 25 letter.

(L=
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Rules For Encryption :
1. Diagrams ——> separate the plain text each 2 letters together
2. Repeating Letters Put a Filler Letter Ex. [ X ]

3. Same Columr? Shift dovyn l >_) if the letter the last one of the column or the row WRAP
4. Same row Shift to the right ~v AROUND “as a circle"

5. Different row and column Swap <

Ex: Plain Text “JU UNIVERSITY”

JU— Different row and column Swap J— E U= X = EX
UN -
IV —
ER —
SI —
TY —

Ex : Plain Text “ COFFEE”
COFFEE— CO FX FE EX

Repeating Letters Put a Filler Letter Ex. [ X ]

CO — Different row and column Swap C— H O— M =HM
FX —
FE—
EX—

Try to solve :"The key is [Jordan] ”
MOSQUE

ATTACK

YOUR NAME

For Decryption
simply just reverse the steps

1.Same column Shift Up ¢

2. Same row Shift to the Left v™

3. Different row and column Swap 2

Ex:

Cipher Text : gatlmzclrqg tx

G and A not at the same row or column so
G=i/j

A=N

While CL at the same column

So move from down to up only one step
Cwillbe M

L willbe E

Plain Text: "in st ru me nt sz"

(L=
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4- Hill Cipher

Developed by Lester Hill in 1929

ERROR

CATCHERS

Strength is that it completely hides single-letter frequencies
The use of a larger matrix hides more frequency information
A 3 x 3 Hill cipher hides not only single-letter but also two-letter frequency information
Strong against a ciphertext-only attack but easily broken with a known plaintext attack

Encryption:

((((—/

1. Obtain a plaintext message to encode in Standard English with no punctuation.

2. Create an enciphering matrix.

a. Form a square 2x2 or 3x3 matrix with nonnegative integers each less than 26.

b. Check that its determinant does NOT factor by 2 or 13. If this is so, return to Step a
3. Group the plaintext into pairs. If you have an odd number of letters, repeat the last letter.
4. Replace each letter by the number corresponding to its position in the alphabet i.e. A=0,

B=1, C=2...2=25.

5. Convert each pair of letters into plaintext vectors.

«

6. Multiply the enciphering matrix by each plaintext vector.
7. Replace each new vector by its residue modulo 26 if possible

8. Convert each entry in the cipher text vector into its corresponding position in the alphabet.

9. Align the letters in a single line without spaces. The message is now enciphered.

Cipher text = K*P mod 26

Where k is a key matrix that should not a singular matrix and P= plaintext

Encryption
Cipher text = (K*P) mod 26

O—— b T N ——0

Determinant 5 7 11 1151171191211 23| 25
Reciprocal Modulo 26 21 | 15 19| 7 (23|11 5 |17 | 25
n N
"N N
"N N
J [
[ | T T T1*
,—o —————
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L Encryption Process
Obtain Group Replace
Plaintext Plaintext into Convert Pairs Vectors Mod
Message Pairs to Vectors 26
1 o
117
: ABC I TS
Enciphering Replace Letters Multiply by Convert to
Matrix with Numbers the key Ciphertext
Matrix
Ex:

Plaintext : 'ACT'

key=GYB/NOQK/

o)

0
2
19

Try to encrypt :

Network:
sara:

Cat:
(L=

Consider the message 'ACT', and the key below (or GYB/NQK/URP in letters):

6 24 1
URP=1| 13 16 10
20 17 15

Now apply the Encryption algorithm
Cipher text = (K*P) mod 26

6 24 1 0 67
Cipher= | 13 16 10 g 1=4§ 229
20 17 15/ \19 319

Cipher =15—P,14—0,7—H which corresponds to ciphertext of ‘POH’

TheKey:3 10 20
20 9 17
9 4 17

ERROR

(mod 26)

ﬁ.

n

a
Note: the matrix is 3 x 3 so, the plain text o
should be chopped each 3 letters together.



is given below.
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Decryption:

To decrypt a ciphertext encoded using the Hill Cipher, we must find the inverse matrix.

N e ERROR wee——
ﬁ'

Once we have the inverse matrix, the process is the same as encrypting. That is we multiply
the inverse key matrix by the column vectors that the ciphertext is split into, take the results

modulo the length of the alphabet, and finally convert the numbers back to letters.

as a matrix and converting this into a key matrix as for encryption. Now we must convert this

to the inverse key matrix, for which there are several steps.

(H I ) _ ( 7 8 )
i 115 S |

- Find the Multiplicative Inverse of the DeterminantThe determinant is a number that
relates directly to the entries of the matrix.

Plain text = (K-'*C) mod 26
finding the inverse key matrix
K -'=(d-"«adj (K) ) mod 26
Example 2 x 2 Matrix :
The keyword hill and our ciphertext is "APADJ TFTWLFJ". We start by writing out the keyword

a b
i d T ad - bL mod 26 Note : when calculating the mod if the value negative we
C need to add 26 to the negative values to get a number
between 0 and 25 .
7 8 "
=7%x11-8x11=-11 =15 mod 26 =15
11 11
Determinant 1 |3| 5|7 |9|11]J15|17 |19 |21 |23 |25
Reciprocal Modulo 26 1 |92l a1s|| 319 72 123 |12 S |17 |25

Determinant(K)=15 = Inverse= 7

So the multiplicative inverse of the determinant modulo 26 is 7. We need this number later.

- Find the Adjugate [adjoint] Matrix
The adjoint matrix is a matrix of the same size as the original. For a 2 x 2 matrix, it is just
moving the elements to different positions and changing a couple of signs. Algebraically this
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once we have these values we will need to take each of them modulo 26 .
we get the matrix below.

) (171 181)=(—1111 _78)=Gé 178)

25 22)( )

(5
(25 ><D+22><3)
(s

25 22y rA 25 22y¢0 25 22
(1 23)(;3):(1 23)(15) ( )( )
_ (35 %0+ 22 15)
T\1x0+23x15
1330
=(315)
= (178) mod 26

=(n)
(25 22 (19) (215 22)() (25 22)( )

(25x9+22x19) 25x5+22x19)
1x5423x19

5
(12)

) mod 26

1x0+23x3

)

mnd 26

1
1

(17)
¢

)

-

25 22)(])

1x9+23x19
(11e)

149) mod 26

ﬁ'
Step 3 - Multiply the Multiplicative Inverse of the Determinant by the adjoint Matrixwe now
multiply the inverse determinant from step 1 by each of the elements of the adjoint matrix
from step 2. Then we take each of these answers modulo 26.
-~ (11 18) (77 126) B (25 22) N
15 7 \0% 49 1 .23
‘ i 25 22
O EE={ )
1 23
After finding the inverse key matrix, we have to convert the ciphertext into column vectors
and multiply the inverse matrix by each column vector in turn, take the results modulo 26 and
convert these back into letters to get the plaintext.
ciphertext is "APADJ TFTWLFJ"

(5
=)

(
(o)

25 22\ (F\ _ (25 22\(5
- L sl Sy G 20 =G 206 A
~ _(25%22+22x11 _(Bx5+22x9) ~
1 522 23 % 11 1x5+23x%x9
(792 _ 323)
N 275) 212
= (ié) mod 26 (11) mod 26
!
= () \ =(,)
N
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The Plain Text Will Be “short example”

3 x 3 Matrix:
- Find the Multiplicative Inverse of the Determinant

ignore [a, b]land [f,i]etc.

This is shown more clearly in the algebraic version below.

a b ¢ .

: ' d f d e
d e - L fl_ .
. ; f alh ;j| bg [ +Lg h

=a(ei — fh) -b(di—fg) - c(dh —eg)

Once we have calculated this value, we take it modulo 26.
Example :
ciphertext message "SYICHOLER" using the keyword alphabet

A L P 0 11 15
H 4 B = (7 0 l)
E T A 4 19 0

Step 1 - Find the Multiplicative Inverse of the Determinant

S 0 1 7 1 7 0
=0 11 15

i 109 é |19 ol |4 Dl+ |4 19|
= 0(0 — 19) — 11(0 — 4) + 15(133 — 0)

1

For a 3 x 3 matrix it is found by multiplying the top left entry by the determinant of the 2 x 2
matrix formed by the entries that are not in the same row or column as that entry ignore [b ,c
andd,g], then multiply b with d and i minus g and f [ ignore [a, c] and [e, h]

=0+4+44 + 1995
= 2039
= 11 mod 26
Determinant 1 |13] 5| 7219111151719 |21 |23 |25
Reciprocal Modulo 26 1 (92115 (3|19 7 [23(11]| 5 (17|25
Determinant (K) =11 = Inverse =19
« —— [ |
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Step 2 - Find the adjoint Matrix

0 11 15
i 0 1
4 19 0

repeat the first two columns then repeat the first two rows again now I'm going to repeat

ﬁ'
the first two columns
0 1115 0 11
7 0 1 7 O
4 19 0 4 19
here I have completed repeating the first two columns

now let's repeat the first two rows so
these two are the first two rows we have after repeat the first two columns
now we will have a 5 x 5 matrix

0 1115 0 11

7 0 1 7 O

4 190 4 19

0 1115 0 11

7 0 1 7 O
then just ignore the first row and the first Column
now we will have a 4 x 4 matrix

0 1..7..0 then to get the value of first row first column

0170 YXX multiply 0 x 0 - 19 x 1

190 4 19 19>Q0>§4 19

1115 0 11 1118 N to get the value of first row 2nd column

XXX multiply 19 x 15- 11 x 0
0O 1 7 O 0017 7 o0 etc.

adh = [F19 285 (1

then complete all steps like 2 x 2 matrix Y ‘4

"
"
~
VA A Iy
i _ L
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5- Polyalphabetic Cipher
(Vigenere Cipher)

The Polyalphabetic cipher is an extension of monoalphabetic ciphers since the encryption
cycles through the plaintext with greater than one substitution alphabet. An example is the
Vigenere cipher, created by Blaise de Vigenere in the 16th century. It encrypts messages
through a series of Caesar ciphers where each plaintext letter is shifted over a repeated

secret key phrase. The cipher uses shifts of 1 to 26 and employs a number of mixed
alphabets, making it more secure than simple monoalphabetic encryption. While used during
the American Civil War and once thought to be unbreakable, it has since been demonstrated

to be vulnerable to modern cryptanalysis.

(a |b lc [d e [f g [h]i |j [k ]I [m]nolplalr]s [t ]ulvwlx]y ]z
0 1 2 3 4 5 6 7 bR R | [ (S [ JR g 1 I LR [ g B 22

18 19 20 21 23 24 25

EncryptionThe plaintext(P) and key(K) are added modulo 26.Ei = (P i + Ki) mod 26

Example:
find the cipher text for the plaintext “she is listening ” using the word “PASCAL” as the key
Ciphertext :hhwkswxslgntcg

Key P a s C a I p a 5 c a I p a

tP*KkﬂDdZG [1B+15  (7+0) (a+18) (B+2) (18+0) (11+411) (B+15) {18+0) {19+18) (4+42) (13+0) (8+11) {13+15) (6+0)
) mod26 mod26 mod26  mod26 mod26 mod26 mod26 mod26 mod26 mod26 mod26 mod26 mod26
mod26

result 7 7 2 10 18 22 23 18 11 6 13 19 2 6

ciphertext h h w k S w X s 1 g n t c g

Try to encrypt :
“[your name] wants to go to the University ”
the key ’* Cryptography’
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DecryptionDi = (Ei - Ki) mod 26

Example:
find the plain text for the ciphertext “hhwkswxslgntcg” using the word “PASCAL” as the key

et -_______-__--_
Key P
Comots 1, 19, B s my ommomm b wm, M, mnomm b,

mod26 mod26

result 18 7 4 8 18 11 8 18 19 4 13 8

plaintext ] h e i s I i 5 t e n i




2. 2 Transposition

Transposition Ciphers are ciphers in which the plaintext message is rearranged by some

s RS
N

means agree upon by the sender and receiver.

1- Rail fence Cipher

Simplest transposition cipher Plaintext is written down as a sequence of diagonals and then

read off as a sequence of rows

Example :

the message “meet me after the Cryptography class”
with a rail fence of depth 3, we would write:

Rows = key, Columns = length of the ciphertext.

Mark the zig-zag path: Place a marker (*) in the grid where the letters should go, moving

down and then up diagonally. \\ 7\ 2N\~

Fill the grid: Place the ciphertext letters onto the markers, filling each row completely from

left to right before moving to the next row.

Read the plaintext: Read the letters from the grid by following the zig-zag path from the top-

left corner.

* * * * *

after filling the Encrypted message : mmthyghaetefeterporpylsearctacs

*

p
e a r C t
now read the table row by row
Encrypted message is: mmthyghaetefeterporpylsearctacs
For Decryption
? Create an empty table depends on the depth [KEY] and number of characters.

e d r Cc t

read it zigzag N /"N /' N/

The message will be “meet me after the Cryptography class”

p

o
")
»3»3»
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the key is which route to follow when reading the ciphertext from the block created with the N
plaintext. The plaintext is written in a grid, and then read off following the route chosen First
we write the plaintext in a block of reasonable size for the plaintext.

Part of your key is the size of this grid, so you need to decide on either a number of columns
or number of rows in the grid before starting. Once the plaintext is written out in the grid,
you use the Route assigned.

'\ﬂ
1. From top-right corner clockwise to the center
2. From top-right corner counterclockwise to the center
Route Cipher Process
Select Reading Route
Write Plaintext in clockwise
Determine Grid Size Grid /counterclockwise Read Ciphertext

& A 0 &

PN PN PN P
2 %4 2 2

2 %4

N\ 4

Encryption

The Key size means the number of columns
Example :

Plain text: our cryptography exam will be tomorrow
Key size =5

1. From top-right corner clockwise to the center

Y| p# t O g y | p[ t 0 g |

r a p h L r a P h{ Y

e x‘ a m W e X a m W

i I | b E i I I b E

¥ -
n t oI m oY R t o m o R "
) - — )
a r o W X X r 0 w X X .
clockwise

counterclockwise

The cipher text ‘clockwise’ : rgywerxxwortieryourcohmbomolxaptpal

(L=
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remember that you can’t add column WHY ?

because the number of columns means the Key so we can’t edit the key

Example:

((((—/

NOTE : you can add rows only, if there’s an empty cell you can add X

.—
«

The cipher text ‘clockwise’ : rgywerxxwortieryourcohmbomolxaptpal

The Key =5

The number of rows = characters of the cipher text / key size

Rows=35/5

=7 rows

then make a 7 x 5 matrix and then fill the matrix with the cipher text depends on the

Reading Route clockwise or counterclockwise
then read the matrix row by row

The cipher text ‘clockwise’

o Ju [r Jc [r
AT

-

t O g
r a o) h ¥
= X a m w
i I I b E
t o, m o " R
R W X :ntl

Plain text: our cryptography exam will be tomorrow
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1. Stream Ciphers

e Stream ciphers encrypt digital data in one bit or one byte at a time, as
the plaintext is combined with a keystream (a series of bits/bytes),
often using the XOR operation. This contrasts with block ciphers that
encrypt data in fixed-length blocks of bytes.

e Ex:

Autokeyed Vigenére cipher

mathematically.

» For practical reasons the bit stream generator must be implemented
as an algorithmic procedure so that the cryptographic bit stream can
be produced by both users The two users need only share the

generating key and each can produce the keystream

Vernam cipher
e One-Time Pad: An ideal stream cipher, it takes a keystream of the
same size as the message consisting of truly random values and
employed only once. if truly random, it's provably unbreakable
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Uses the XOR operation between the and the keystream.
Both encryption and decryption are achieved by performing XOR

with the same keystream.

Figure 7.7 is a representative diagram of stream cipher structure.
In this structure, a key is input to a pseudorandom bit generator
that produces a stream of 8-bit numbers that are apparently
random. The output of the generator, called a keystream, is
combined one byte at a time with the plaintext stream using the
bitwise exclusive-OR (XOR) operation. For example, if the next byte
generated by the generator is 01101100 and the next plaintext byte
is 1001100, then the resulting ciphertext byte is

* 11001100 plaintext

e 01101100 key stream

¢ 10100000 ciphertext

Key Key

L L

Pseudorandom byte Pseudorandom byte
h.'i.'fh.'l'l.ll{l'r I_.'!L‘I"I:.'[HIUI

(key stream generator) (key stream gencrator)

k k

— y 3 .
: PMaintext " .-':"\. _ Ciphertexi " .-"'!“L _ Plamtext :
a byte stream T " byte stream Tl “hyte stream ~
M ENCRYPTION c DECRYPTION M
Figure 7.7 Stream Cipher Diagram
[ | T —T 1* | l
» «
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110{}110[} plaintext
© 01101100 key stream
107100000 ciphertext

N e ERROR wee——
ﬁ.

©® 10100000 ciphertext

01101100 key stream
11001100 plaintext

‘RC4 is a stream cipher designed in 1987 by Ron Rivest for RSA Security.

It is a variable key size stream cipher with byte-oriented operations.

The algorithm is based on the use of a random permutation.

Analysis shows that the period of the cipher is overwhelmingly likely to be greater
than 10 100

RC4 is used in the Secure Sockets Layer/Transport Layer Security (SSL/TLS)
standards that have been defined for communication between Web browsers and
servers.

It is also used in the Wired Equivalent Privacy (WEP) protocol and the newer WiFi
Protected Access (WPA) protocol that are part of the IEEE 802.11 wireless LAN
standard.

1

Initialize
Arroys

Set up S and T arrays

01

2

Permute S
Arroy

Generate
Stream

Shuffle S arroy based
on T array

Create keystream
using S array




1. Initialization
fori=0to255do
S[i] =1i;

T[] = K[i mod keylen];

2.Permutation
j=0;
fori=0to 255do
j=( + S[i] + T[i]) mod 256;
Swap (S[i], S[jl);

3.Stream Generation

l,j=0;
while (true)
i=(i+1) mod 256¢;

Jj=( *+ S[i]) mod 256;
Swap (S[i], S[J]);
= (S[i] + S[j]) mod 256;
k = S[t];

An array S is initialized with sequential values (commonly O to 255).
A temporary array T is formed from a user-provided key (repeated if

necessary).

A permutation of the array S is generated by iteratively swapping
elements based on values derived from T.

ERROR

CATCHERS

1

Pseudorandom Generation Algorithm After initialization, the algorithm

enters a loop where two counters (i and j) are updated. At each iteration,
a swap operation is performed, and a new value is generated from S
which is then XORed with the plaintext.

(L
(Lo, = e ._‘
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RC4 Example:

use 8 x 3-bits. the state vector S is 8 x 3-bits. We will operate on 3-bits of plaintext at

ERROR

CATCHERS

((((—/

a time since S can take the values 0 to 7, which can be represented as 3 bits.
we use a 4 x 3-bit key of K=[1 2 3 6].

plaintext P=[12 2 3]

The first step is to generate the stream. Initialize the state vector S and temporary
vector T. S is initialized so the S[i] =i, and T is initialized so it is the key K (repeated as

necessary).

1. Initialization
S=[01234567]

T=[12361236]

Trace this code
fori=0to 8 do

s[i]=t;

t[i]=k[i mod keylen]

Note :We can say the T is the reptation of the Key

2.Permutation

j=0;

fori=0to 7

doj=(j + S[i] + T[i]) mod 8
Swap(S[il,S[j]);

end

Number of 5=]01234567] Swap(S[i], SLD i=0, j=
iteration

1 $=[10234567] Swap (5(0],5(1]) i=0, j=1
2 5=[13204567] Swap(S[L1],513]) i=1,j=3
3 $=[23104567] Swap(5[2),5[0]) i=2 , j=0
4 5=[23164507] Swap(S[3],516]) i=3, =6
5 §=[23146507] Swap(S[4],513]) i=4,j=3
& §5=[23546107) Swap(S]5],5[2]) =5, j=2
7 $=[23546017] Swap(S]6],514]) =6, j=5
8 $=[2374601 5] Swap(S[71,5021) =7, j=2

— T 1 |
.—




3.Stream Generation
ij=0;
while (true) {
i=(i+1)mod8;
j =0+ S[i]) mod §;
Swap (S[i], S[j]);

t = (S[i] + S[j]) mod 8; k = S[t]; }
The Encryption result
plaintext stream P =[12 2 3]
with key K =112 3 6]
using RC4
result C=[4422].
:"“‘:“‘f $=[23746015] | Swap(S[i] . i=0, j=0 | T=(S[i] + 5[j]) mod 8 K=5[t] | Encryption
Eralmmn s[jn
1 5$=(2,4,7,3,6,0, Swap(S[1]1.513)) |i=1,j=3 | T=(S[1] +S[3)) mod 8= | k=5[7] = | first 3-bits of ciphertext is
1, 5 7 5 obtained by: k XOR P 5 XOR 1=
101 XOR 001 = 100 = 4
2 $=[2,4,7,3,6,0,1, | Swap(5|2],5[2]) |i=2.j=2 |T=(5[2]+5[2])mod8=6 | k=5[6] = | Second 3-bits of ciphertext are:

;)ll) gq"gg,gé ((((—/ \
N N

5] 1 1¥OR2=001 XOR010=011=3
3 5=[2,4,7,0,6, 3,1, | Swap(S[3),5[5]) |i=3,j=5 |t=(S[3] +5[5])mod&=3 | k=5[3] = | Third 3-bits of ciphertext are:

5]l 0 OXOR 2 =000XOR010=010=2
4 5=02,4,7,60 3,1, | Swap(5[4],5[3]) |i=4j=3 |[t=(S[4]+5[3])mod&=3 | k=5[3] = | Last 3-bits of ciphertext are:

5] 1 1XO0R 3 =001 XOR011=010=2

»3»3» E ;
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A block of plaintext is treated as a whole and used to produce a ciphertext block
of equal length Typically a block size of 64 or 128 bits is used As with a stream
cipher, the two users share a symmetric encryption key

both confusion and diffusion.

substitution

Each plaintext element or group of elements is uniquely replaced by a
corresponding ciphertext element or group of elements.

permutation

No elements are added or deleted or replaced in the sequence, rather
the order in which the elements appear in the sequence is changed.
Confusion

make the relationship between the key and the ciphertext as complex as
possible

Diffusion

spreads the plaintext statistics over the ciphertext, making the impact of

The majority of network-based symmetric cryptographic applications make use

of block ciphers

- Feistel Cipher Structure: Developed on ideas by Claude Shannon, the Feistel
structure alternates between substitution and permutation operations to achieve
any single bit change in the plaintext highly unpredictable. %
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Block Size

Larger block sizes
enhance security but
reduce speed.

Ease of Analysis @

=2

Clear explanations
aid in identifying
vulnerabilities.

Considerations

without hardware
support.

sl

Round Function
Complexity

Greater complexity
improves resistance
to cryptanalysis.

Software
Encryption
Speed
Fast software
encryption is crucial
? for applications

Feistel Cipher Design

|

Key Size

Larger key sizes
increase security but
may decrease speed.

Number of

@ Rounds
@ More rounds

increase security but
also complexity.

Subkey

Generation

Complex algorithms

enhance security but

incremse analysis

difficulty.
n
n
"
"
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Plaintext

it stream
sencration
alporithm

i =

ooy

K

- Ciphertext

It stream
sencration
algorithm

%

Plaintext

te,)

S>,

i)

ENCRYPTION DECRYPTION

ad Stream Cipher Using Algorithmic Bit Strcam Generator

B obvies & b=
- -

.
— [ Cipherieat ]

key o T li ey
Encryption

: Decryption
(K) algorithm (K}

algorithm

- -
& bvies & bies

ih) Block Cipher
Figure 4.1 Stream Cipher and Block Cipher
. 10010 p; :
Block wise Sii00 Bit wise
encryption encryption
n
n
"
[

|

Symmetric key
sharing

Symmetric key
sharing

Fixed block - 101)  Variable bit
size [] onq_/ stream

DES/AES

RC4[vernam




DATA ENGRYPTION
STANDARD (DES)
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e Issued in 1977 by the National Bureau of Standards (now NIST) as Federal

Information Processing Standard 46
« Was the most widely used encryption scheme until the introduction of the

Advanced Encryption Standard (AES) in 2001

o Algorithm itself is referred to as the Data Encryption Algorithm (DEA)

o Data are encrypted in 64-bit blocks using a 56-bit key

o The algorithm transforms 64-bit input in a series of steps into a 64-bit

output
o The same steps, with the same key, are used to reverse the encryption

number of rounds =16
Plaintext Ciphertext
E; bit SE bit

key Joom

SIMPLIFIED DATA ENGRYPTION
STANDARD (SDES)

every round has a key
number of rounds =2

Ciphertext
8 bits

Plaintext
8 bits

c
>

- %10 bits

key generation o (Jo3l dl>yoll . uil>ye e H9Sh )9 Jodl déyyb =y Mo o
ok msg encryption Lo Il dildl d>yelb lglosiwig (9o (o dogid] a5l
yainall ol Lgio glhais

O—/—\ﬂ-_/?/lo
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ESahasi 8)9iSall ads Lo Jgao Dlaw) lic (8 HeSuzg SDES JU Jle Job pidui> da o
Olxiodly pal
bhos Gle e 99335 Gline yaxall (po 48 guinol g3l Guy JolS Jlgudl dlaiy Lo LJLE 8)5:53lg
ol Ll Mo JolS JIgadl yo3y a>lg Uas « Jlgull

« example: find the cipher text if the key is 00101 10011 and the message is

1100 1001
10-bit key

im P10
3 5 2 Fi 4 10 1 9 5 7]

b
%

5
K, €—= J

(key generation) d>ye Job 448 Gikeing keyJl cluois Jo3b d> du> ainois

5 glball i apang P10 Joaz Ule g 10DItS o3y il Jsl dewanll e s Mo
12345 678910 Joaxdb b
k=00101 100 e 2 32 5 s 3 sy Gl Jgl Jeaadl Jods
P10=11000 10101 lic e

J>20 (3323 10001 01011 ey ey slasiy Jleddl Gle @8 sl asly dunes JS Juadiy (pasy

8gkas Jgl Lazgl H9Sia elus p8=K1=0010 O111 8bits yuaty Gu (9 b Luds P8 Lle (slo

oo OleS G )21 Wiy G dunes> JS Jradi g2 )i g )31 US)> Lo a2y PT10 Lgansi Mo
P8 Jgaz Lk 030 HloS Lglsil d> yisg 00110 01101 cludr oy (o) Jlasill

pP8=k2=01111010

(L=

32 Jodl pidg Mo dl>yo Jol Luals elio

, ::I'_
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CATCHERS
S0 [00 J01 |10 |11

,*’ K, 11 3

< 00 0 1 2 3
01 2 0 1 3
| 10 3 0 1 0
: 11 2 1 0 3
s 2 [+ 3 1 4 B 5 7
af" x:
T 7 2 4 3 1
E/P
4q 1 2 3 2 3 4 1
| e —
? %3 4 1 3 5 7 2 B B

H-bit ci sriexi
S 12345678

$3le (soud JuB (55 IP Jgaz Lle al>ai mM=1100 1001 H18 b zemall yadsi Gide Uy o o

ey pguali bo Jladdl Lle day)l Jol Jd o day)l S Juading IP=1001 OT10 Lic jang

E/P=00T11100 ligo gllang E/P Jea> Lle sl @ Gaaddl Gle Ll boli(nasy pgosiiumiy
E/P= 0011 1100 ol dosall o laliall b KT 2o x0T lgllasig

k1= 0010 O111

00011011
sO sl owit) palads by dayl JS 5-boX ke gloail by liso gl Ll Ol o
blie Jgaz oiedy day)l JS gguily
3>Log pgebling 89l 6igSu> 00 eo L paidl puidl (s3g0le 69Su> O e Ll y2lg ol
SO=T1 (sl ealamizg 3 gy Llg=l
S1=01 gllny pgeblan L,.o_Ql 01 L"s.\gch 11 dsy)l UJL) wle JoSi
P4=T101 lic juayg P4 Jga=> Lle pal>aig 080d)9 oy v gl
xor with p4 lallagisg &lsl (e Losraall camid Ll LU dagdll gy Yo

n L
: IP=1001 a
n n
p4=1101
XOr ==-----
0100
Your paragraph text
(L= =
—. .—
» «
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Hlgdnall ai luals> Jgéi )adin swap dl>ye libog do
P uad Gu Geedl Gle puay Jladdl Gle Ghg Jlawd juay Guodl Gle G OSlel Mo Jauwi
Sl zlaall go Gy by Judll Guds aues 22509 SW=0T10 0100 lie juuay XOr 25U g Huodl
LgJlwl il giagd Lo @Sl giran> 13l g unl Hgo rinai> dl>po Job Ll b
take the left side 0100 and change it depend on E/P = 0010 1000
E/P xor k2 = 0101 0010
sO=01 sl1=01 - 0101
take the result of the s-box and change it depend on p4 = 1100
p4 xor left side of SW =1010
result of xor change it depend on IP" » cipher text = 0110 0001

‘ SDES decryption \

Bsd) Lo (o iirei downplb pu 3l Gudi Lnyds g8 decryption ) duwidl Lol
find the plain text if ip™ =0110 0001 and k=00101 10011
Oline Jlswll yuas) encryptiondl ) kuy key generation (o ailasll a>gi il Jl
(el puad 225 7) 9l s
take the key of 10 bits and inter it in p10 = 11000 10101
left lift bit L=10001 R=01011
now in p8 = 0010 0111 and that is Kl
left the L and R two bits more L2 = 00110 R2 = 01101
in p8 again = 01111010 and that is k2
Al d>pall togas Loy Mo
Pl a5b egdng ealasy puSell Joaadl cuws pl8)31 Cuiyi sl Lo Ja puSall (g
e Togrmlona |
oy 2 s s e 0=2 asd Gl 151 dagd Ll Jsanll sy
01 1 00 0 0 1 wdiwdg>yig@ed)R2 g8, P=10100100 R2=0100
Ologlaall Ob il Hlie Loub ol
we enter R2 in E/P=0010 1000 " "
E/P xor k2 = 0101 0010
s-box=01 01
p4 = 1100
p4 xor IP (left side)= L1 = 0110 lg2d)ig golidl puSei Olgwll sic (§94) lgezyi do

E goall Caxd plie slo Olghasll Guai aeig E
®  SW=0110 0100 swap the answer = 0100 0110 (RO=0T110 (part of the ip)) n
enter RO in E/P=00111100 L
\Q
T — — T 1*_ |
( "= =2 =




s-box=11 01

p4 = 1101

p4 xor |IP (left side)= LO = 1001

P =1001 0110 zeusall ligo gllasg o casiys Lgsipng Josadl Ll lalsan (saab Jid (55 g
M=1100 1001 zuo W> iy Judll Jlgn O Gl goadl puds 63l Ja>Niog

;))ll 5’?5,’25 ((((—/
E/P xor k1= 00011011
N N

bl gio umiy Joazdl slge @SIb g0

The Difference between DES and Simplified -DES

Parameters DES $-DES
M length 64 bits 8 bits
C length 64 bits 8 bits
K length 56 bits 10 bits

Number of Round 16 round 2 Round
Number of Sub Keys 16 keys (48 bits) 2 keys (8 bits)

5-boxes 8 boxes 2 boxes
6 bits -> 4 hits 4 bits -> 2 bits

é block cipher design principles: number of rounds: ;
-The greater the number of rounds, the more difficult it is to perform
cryptanalysis
-In general, the criterion should be that the number of rounds is chosen so that
known cryptanalytic efforts require greater effort than a simple brute-force key
search attack
-If DES had 15 or fewer rounds, differential cryptanalysis would require less effort
than a brute-force key search

Measures of cipher strength:

1- SAC: strict avalanche criterion

.States that any output bit j of an S-box should change with probability 1/2
when any single input bit i is inverted for all i, j

blain) ciphertextJl yas 5 U831 e p53 inputdl a>lg bit )85 131 iy

2-BIC: bit independence criterion
-States that output bits j and k should change independently when any single
input bitiisinverted foralli,j,andk

n n
: Lgucs yu8is (bl Uped 131 boyid g0 loitas usill 09
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e clear a replacement for DES was needed
o have theoretical attacks that can break it
o have demonstrated exhaustive key search attacks
e can use Triple-DES - but slow, has small blocks
e US NIST issued call for ciphers in 1997
e 15 candidates accepted in Jun 98
e 5were shortlisted in Aug-99
e Rijndael was selected as the AES in Oct-2000
e issued as FIPS PUB 197 standard in Nov-200]1

the AES cipher-Rijndael:

e designed by Rijmen-Daemen in Belgium

e has128/192/256 bit keys, 128 bit data

e an iterative rather than Feistel cipher

o processes data as block of 4 columns of 4 bytes
o operates on entire data block in every round

e designed to have:
o resistance against known attacks

o speed and code compactness on many CPUs
o design simplicity

Plaintext

>

Ciphgrfexf

128 bit 128 bit = 10 subkeys

128 bit

192 bit = 12 subkeys

Key 128 bit or 192 bit or 256 bit 256 bit = 14 subkeys

roundsJl sas g egin Gy )
subkeys Jl sae 2 ]l

M=128 bits ,k=128 bits n
every 4 bits is 1 hexa A
128/4=32 hexa digit L

(L=
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| AES encryptm

asipilly > lghsll Jgang Jall wlghs 6 oga Lo
Stepl: Convert Plaintext and key into Hexadecimal (from block to state)
Step2 - Add Round key, Round O

Step 3: Substitution Bytes (S-box) — Round 1

Step 4: Shift Row — Round 1
Step 5: Mix column — Round 1
Step 6: Add Round Key- Round 1
s P - bl el
034 050 2(066 B|082 R|0S8 b|114 T A E D A8 BEDT E

035 051 067 083 099 115 3 4 5 6 71 8 9 10 11 12 13 14 15
036 052 068 084 100 116
037 053 069 085 101 117
038 054 070 086 102 118
039 055 071 087 103 119
040 056 072 088 104 120
041 057 073 089 105 121
042 058 : | 074 090 106 122
043 059 ;| 075 091 107 123
044 060 092 108 124

045 - 061 093 109 126 2 2

E 224 225 226 227 228 229 230 231 232 233 234 235 236 237 238 239
046 . [062 094 10 126 F 240 241 242 243 244 245 246 247 248 249 250 251 252 253 254 255
047 / 063 095 127

19 20 21 22 23 24 25 26 27 28 29 30 31
35 36 37 38 39 40 41 42 43 44 45 46 47
51 52 53 54 55 56 57 58 59 60 61 62 63

67 68 69 70 71 72 73 74 75 76 77 78 79

- PP = &5 =

0

1

2

3

4t

580 81 82 83 84 85 86 87 88 B9 90 91 92 93 94 95
6 96 97 98 99 100 101 102 103 104 105 106 107 108 109 110 111
7 112 113 114 115 116 117 118 119 120 121 122 123 124 125 126 127
8 128 129 130 131 132 133 134 135 136 137 138 139 140 141 142 143
9 144 145 146 147 148 149 150 151 152 153 154 155 156 157 158 159
A 160 161 162 163 164 165 166 167 168 169 170 171 172 173 174 175
B 176 177 178 179 180 181 182 183 184 185 186 187 188 189 190 191
C 192 193 194 195 196 197 198 199 200 201 202 203 204 205 206 207
D 208 209 210 211 212 213 214 215 216 217 218 219 220 221 222 223

W 00 =~ O N B W b - O

-~ W e -

076
017
078
079

L e B B B B — e B - - — i, -
e — A N M D =S Bt H O

O = E - O G- O m o G m
S B B N = EFom o B0 T

=) W B A -

111

F

AES S-Box Lookup Table

0O 1 2 3 45 6 7 8 9 A BCUDEF
63 7C 77 TB F2 6B
CA 82 C9 7D FA 59
B7 FD 93 26 36 3F
04 C7 23 C3 18 96
09 83 2C 1A 1B 6E
53 D1 00 ED 20 FC
DO EF AA FB 43 4D
51 A3 40 8F 92 9D
0C 13 EC 5F 97
60 81 4F DC 22 2A
EO 32 3A OA 49 06 a
E7 C8 37 6D 8D D5 ~
BA 78 25 2E 1C A6

70 3E B5 66 48 03 of
E+F8—98—1+169-DP9—BE—94—98—1E<{87) E9 CE 55 28 DF

O T N ——0 — &

HEHOOWM oo s& Wk 2o
0
]

8C A1 89 0D BF E6 42 68 41 99 2D OF BO 54 BB 16
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| AES encrypt@

ERROR

CATCHERS

((((—/

Jlsan Jol S 3y
find the cipher text of m= Hello Students L and the k=Go to the GYM $?
using AES cipher

LuSsa) ol Jox pd ilSonty et pogsball Ly lghasdl (o dgkas Joly Gt
8)5iS:ll paly Loty Joao Guiygall (o palomi

el (o sgelell a5lug @8yl Gle Hoais LSyl Jgax

s

L

108

m

a3

ne

n7z

101

&

ns

G

G&F

Z0

53

T

75

Bt

G55

GE

74

73

20

32

e

m

32

84

104

1017

32

7

i

32

36

B3

T4

EF

v

G5

65

20

&7

59

40

24

3iF

Plaintext=

48

65
6C

6C

6F

20
53

74

DSl Jass ol pasy God malany dayyl JS 5Ly Yo

75 74
64 73
65 20
6E 4C

Key=

47

6F
20

74

6F

20
74

68

65

20
47

59

state Matrix cusd Lo b dslll doyall Lie Lol dloyall luals> (oS cluo
iily Jlio 051 G0 go Uiz Gae) go (uad) JSI XOT Jows Uy dlgus puw dbisb o

ol
=4

State Matrix=

48 xor 47 = 0100 1000 xor 0100 O111 = 0000 1111 = OF
65 xor 6F = 0110 0101 xor OT110 1111 = 0000 1010 = OA
6C xor 20 = 0110 1100 xor 0010 0000 = 0100 1100 = 4C

0F

04
4C

18

00

00
27

1C

—_—

[ —

10

44
22

37

Jﬂ
A zorg 8l 35l 908) 9 oyl ol Loyl Laguiniy ASCI Joa= Gle zgriy bl Jol
H &
T2 101 5
48 65 5
G o ?

olas

39

5
0

7

3
4
3

[
«

ﬁ.

2 2 ) J




| AES encrypt@

Jsl Mo (eilyio 3o (9550 uSoilally 08 JS Sl gl e zapig colsmll a5L

JoSizg 76 liso glhoy glolasl] a5Lizg 861 lghniy F g (5380le lghniy Ol 35Uy OF 83>
Lo lizo 5,31

76 63 CA 12 i Lino gl pO)31 JS e

67 63 1B ED
29 CC 93 F2

AD 9C 9A 8F

iy 8359 Jol ouns sawo I gunalis Loyl Jol Shift row deyly)l 8ghasd) il Lol
clio Ui yoain 13S0g M ymis gyl ouiid yoiy plaws B 8a>g y5

76 63 CA 12

63 1B ED 67
93 F2 29 (CC

8F AD 9C 94

N e 5’?5%’5 wee——
L

New State Matrix =

New Shifted State Matrix =

Cealb GuSuyile H5U g pan ra> GuSuyile e 9 MiX columNs due il dgkasllg
Ao da> (90 W ually 3g0lell Jhawll lize

02 03 01 01 76 63 CA 12
01 02 03 01| ,(63 1B ED 67
01 01 02 03 93 F2 29 CC
03 01 01 02 8F AD 9C 94
3 lgsd pihl Lo Ju8 pun palS ddpball puai eSile SOUlg slo pu Yoo sl diy)b

O pall doyyuw dadsy @> 1)

gt @)l Judy a>lgy L pai Lol

o oldiin O OIS 131 @8yl )Ll Guasdl Gle @llhing (spild bl Jol boydiy ity i Lol
Oeedl adl Gl ol

xor with 1B lglaasizg (rsaddl (adl yao binisg 35lgll (a1 515 131 Lol

JeSiyg Judll diyylall 25009 3>lg b Guidl o LgSaiy O pai Lalg

OWWO

ﬁ.
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CATCHERS
| AES encryptm

(2*76)o xor (63 * 3) xor (93 * 1) xor (8F *1) asllb dass Jgl yus 090 915 sle

76 *2 =0111 0110 *2 = 1110 1100
63 * 3 = (63*2) xor (63*1) = 0110 0011 *2 xor 0110 0O011*1

= 11000110 xor 0110 0011 = 1010 0101
93 *1=1001 00T
8F *1=1000 111
vl 2o XOr lgllasiy lise cualb b dig=3l JS Mo
1170 1100 xor 1010 0101 xor 1001 0011 xor 1000 1111 = 0101 0101 = 55
. b5 B4 16 DB\ ]
e re 09 gl ol gl o
Result= ( 71 b i C ]
A2 6F LA .
\GF 0D 42 ; __." sl JS L,‘.Lb.u Lo 0)945.).” Cl.u.uL:.oJng

e IR =Y
I

[

Owghs gl dglas> i Gu dalalb
|SAES key expansion|

k= Thats my Kung Fu
kin hex ==54 68 6174 20 4B 75 6E 67 20 46 75 (128bit)

Joaxdl Gle pgalblayy (nasy @9) )= US blée g Jodl Jgazdl sty $99 (55 LuSug) ealile>
Sl

9 palioasiunl b ssall Gl saie) gse Jalls )3 Uil

wO= 54 68 61 74
wil=

w2=20 4B 75 6E
w3=67 20 4675

(bit 32) oo S 8a>g JS wordJ dsul JS licwwd

Conslant Constant 229 oline daliino Dlany £33 JS pabuiu
Round | (RCon) | Round | (RCon) 2l JS6 key 128 (13 10 pasac subkeys ! 8l
L[ OLO00000 | 6 | 20000000 ilizo Zlides pelai> gblao
Kl= w4 w5 wé w7
g Yo [ O2000000 {7 f 40000000 k2 =w8 woWIO W1l
n 1382 A

3| 00000), | 8 [ @000,
| OB000000 | 9 | BO0OOOD),
5| 10000000, | 10| (Gem0non

(L=




i

;)))l ERRE'R ((((—/

CATCHERS
| AES key expansion |

1. circular byte left shift of w[3]: (20; 46; 75; 67)

word JS a>g5 lise eglaas ajdg (uled lic guoy oo pinsl line
93290 clua key Jsy word Jyl

©8) )21 @) Jol Ll
2. Byte Substitution (S-Box): (B7; 5A; 9D; 85)
1389 B7 wlgll gllay 20 gbliing AES s-box s b il Jsazdl Lle gy
3. Adding round constant (01; 00; 00; 00) gives: g(w[3]) = (B6; 5A; 9D; 85)
$le Jxi G8UWlg axlg Lgio gyl ALl Sl (ued) Jgl deypuw diyylo @SIé> (y90
wl[4] = w[0] ® g(w[3]) = (E2; 32; FC; F1)
word Jsl lislb clyag Juill 7 liaolly Lghlin b go WlgaJl XOT Jagi (s

i alid b 2 liaally lablan by bl go XOT Jawiy u 068 GaSll I Lol
w[5] = w[4] ® w[1] = (91; 12; 91; 88)
w[6] = w[5] ® w[2] = (BT; 59;E4;E06)
w[7] = w[6] ® w[3] = (D6; 79;A2; 93)
first round key :k2 = E2 32 FC F1 B159 E4 E6 D6 79 A2 93
Julalh bl cosage K2 3295 Mo Lol
k2 = w8 w9 w10 W1
w8 = G(wW7) xor w4
w9 = w8 xor wh
w10 = w9 xor wb
w1l = w10 xor w7

1. circular byte left shift of w[7]: (79 A2 93 D6)
2. Byte Substitution (S-Box): (B 3A DC Fo6)
s, 3l gbling Joa> e zopn
3. Adding round constant (02; 00; 00; 00) gives: g(w[7]) = (B4; 5A; 9D; 85)
3>lg J Gl zoplai Al 8930 o plire Gy 3l puds (oo
w[8] = w[4] ® g(w][7]) = (56 68 61 74 ):

w(9] = w[8] ® w[5] = (C7 7A FO FC),
w[10] = w[9] ® w[6] = (76 2314 1A),
w[11] = w[10] ® w[7] = (AO 5A B6 89)

second roundkey: 56 68 61 74 76 2314 1A AO 5A B6 89
n n
n n
n n
n n
L N KL L
» o — «
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= | SAES encryption |
three step:: ; . 5 g :
1- add key ® _
7 9 D | 5 A | C
State matrix Key
2- nibble substitution
8 | 1 6 | 4
A PE - o | e
3- shift row 6 4 TP
1] L C 0
4- mix column
[1 4]{&u1 Sﬂj} _ [Shﬂ S%“]
4 1lsio s $'to 81
let know that the first sub key is 6F 32 determine the second sub key
wO = 6F
wl =32
w2 = x0 xor 80 xor subNib(RotNib(w1))
oS ko> eilall sla
w2 = 0110 1111 xor 1000 0000 xor subNib(RotNib(0011 0010))
i)l Ogo Lusge
w2 = 0110 1111 xor T000 0000 xor subNib(0010 00T11)
Owod )bl )Ly Gueddl dds RotNib bl Jol
w2 = 0110 1111 xor T000 0000 xor 1010 1011
plé)l LgIl8 ald)l )l JS Jgazdl (o SUBNIbD (e
w2 = 0100 0100
s3le Xor Jasi
Wi = gégoor]g; 0011 0010 nibble ~ S-box(nibble) nibble S-box(nibble)
W3 = Xor
W3 = OT11 OT10 0000 1001 1000 0110
0001 0100 1001 0010
. 0010 1010 1010 0000 2
n 0011 1011 1011 0011 .

0100 1101 1100 1100
0101 0001 1101 1110
0110 1000 1110 1111
| 0111 0101 1111 0111

o=, @ .=z
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l | QUESTIONS
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